INSTRUCTIONS FOR COMPLETING THE X.509 CERTIFICATE 

REQUEST FORM

TRACKING NUMBER

     The Tracking Number will be assigned when the X.509 Certificate Request Form is received by the Certification Authority (CA).  This blocked is reserved for the Certification Authority only.
USER INFORMATION

(To be completed by the user)

BLOCK 1 (ACTION TYPE)

     Enter an action to be performed.  Some actions require a explanation in Block 11 by the end user or Organization Registration Authority (ORA).  Following each action description below is a list of X.509 Request Form block numbers.  The corresponding blocks should be completed if that action type is selected.  Types of actions include the following:


Note:  For each Action Type, include either (SBU) or (Classified) following the Action Type.

1. CHANGE PIN.  This allows the CA to change the user PIN on a FORTEZZA card that they created.  Complete the following blocks: 1, 2, 3-4 (if mailed), 6, 11, 17.

2. CHANGE USER INFORMATION.  This action results in modifications to the User Database (name, address, ect.).  These changes do not affect the certificate.  Complete the following blocks: 1-6.

3. COMPROMISE REPORT.  When a card has been compromised (lost, stolen, ect.), the Keying Material Identifier (KMID) must be reported to the CA as soon as possible (within 24 hours).  Complete the following blocks: 1, 2, 6, 11 (brief description i.e. lost, stolen, ect.), 13, 14,17.  Attach a detailed report in accordance with NAGs 66 and 68.

4. COPY CARD.  This action results in a card with is a duplicate copy of the original card, but with a different PIN.  Complete the following blocks: 1, 2, 3-4 (if mailed), 6, 11, 17.

5. DELETE PERSONALITY.  This allows the CA to delete a personality (certificate) from the FORTEZZA card that the CA has created. Complete the following blocks: 1, 2, 3-4 (if mailed), 5, 6, 10, 11, 13, 17.

6. NEW CERTIFICATE.  Requests a new X.509 certificate for the individual, equipment or organization.  This includes to change the Distinguished Name (DN) on an existing certificate.  Complete the following blocks: 1, 2, 3-4 (if mailed), 5-9, 11, 12, 13, 17.  In Block 11, indicate whether the New Certificate is to be placed on a new card or added to an existing card.  If adding to an existing card, enter the Serial Number of the card in Block 11. 

7. RENEW.  This action extends the validity period of an existing X.509 certificate.  Complete the following blocks: 1, 2, 3-4 (if mailed), 5, 6, 12, 13, 17.

8. REKEY.  This action replaces a Digital Signature Standard (DSS) and/or Key Encryption Algorithm (KEA) with a new key.  The attributes for this new certificate are identical to those of the original X.509 certificate that is being re-keyed.  Specify the key (Digital Signature Standard or Key Encryption Algorithm or both) which is to be re-keyed.  Complete the following blocks: 1, 2, 3-4 (if mailed), 5, 6, 11, 13, 17.

9. RESTORE.  This action will restore the certificate(s) created by a Certification Authority to the card.  Indicate in Block 11 the personality name or Distinguished Name of the certificate to be restored, or the card chip, serial number if an entire card is to be restored.  Complete the following blocks: 1, 2, 3-4 (if mailed), 5, 6, 11, 13, 17.

10. REVOKE CERTIFICATE.  This action will revoke a certificate in the Certification Authorities database, for placement on a Certificate Revocation List (CRL).  Complete the following blocks: 1, 2, 6, 11, 13, 16, 17.

11. UPDATE CERTIFICATE.  This action will modify the certificate attributes (clearance levels or privileges).  The original certificate is revoked, but the Distinguished Name is retained.  Complete the following blocks: 1, 2, 3-4 (if mailed), 5, 6, 7-10 (as applicable), 11, 13, 16, 17.

BLOCK 2 (RECIPIENT NAME)

     Print the name of the person who will be responsible for the card.  This person is the recipient or end user of the card and will use it to perform their duties.  Enter the commercial and/or DSN telephone numbers (if applicable) of the user.

BLOCK 3 (RECIPIENT ADDRESS)

     If hand delivery is not the means of delivery, then enter the address where the user’s hardware token (FORTEZZA card) will be shipped.  This address must include a street address.  Do not use a P.O. box address.

BLOCK 4 (PIN ADDRESS)

     If hand delivery is not the means of delivery, then enter the address where the user’s PIN letter will be shipped.  This address must be different from the Recipient Address (block 3).

BLOCK 5 (RECIPIENT E-MAIL ADDRESS)

     Enter the e-mail address that the Certification Authority can use to transmit official communications that pertain to the FORTEZZA cards and certificates (i.e. notification for re-keying of material on the FORTEZZA card, updated CRL’s, ext.). 

BLOCK 6 (RECIPIENT SIGNATURE)

     The person listed in block 2 must sign and date this form prior to submission.

CERTIFICATE INFORMATION

(To be completed by the supervisor and Organization Registration Authority)

BLOCK 7 (CERTIFICATE TYPE)

     Enter the type of certificate to be generated for the user.  The following is a list of the types of certificates to be used by the users (all other types of certificates are used for the FORTEZZA hierarchy): 

1. INDIVIDUAL.  This certificate will be used an individual person rather than by an organization.

2. ORGANIZATIONAL FIRSTBORN.  This certificate will be used on behalf of an organization.  The firstborn certificate is the first to be requested on behalf of a specific organization; subsequent requests shall be marked as Organizational Siblings (see below).  The organizational firstborn certificate contains the Key Encryption Algorithm that will be shared by the organization.

3. ORGANIZATIONAL SIBLING.  This certificate will be used on behalf of an organization.  It shares the Key Encryption Algorithm of the organizational firstborn.

4. OTHER.  To be used to indicate that the certificate is being utilized to support equipment such as a directory, secure network server, guard, secure phone, secure fax, mail list, ext.  Indicate what type of equipment is being supported in the blank space provided or include a detailed description in block 11.

BLOCK 8 (CLEARANCE LEVEL)

     This is the clearance level, for which the user can send and/or read messages (this is not the actual clearance of individual identified in Block 2).  Place an X in the blocks that apply, and strike out/mark through those which do not apply.

BLOCK 9 (PRECEDENCE PRIVILEGES)

     This field allows the users to select the precedence of the messages to be sent out and/or read.  Place an X in the blocks that apply

BLOCK 10 (SEND/RECEIVE PRIVILEGES)

(this is taken from the AF ORA book)

     Depending on whether the individual is required to send or read messages, choose one or the other (not both).  Select “Org. Release Authority” to allow the role to send and read - signed and encrypted messages.  Select “Read Only” to restrict the allow the role to read signed and encrypted messages, however, the role prohibited from signing messages (i.e., cannot apply a digital signature).  Note:  To meet DMS criteria for Organizational Messaging, all DMS messages must be digitally signed.

     This field allows the user to either send messages, read messages or both.  The organizational release authority allows the user to send out messages only.  The read only allows the user to read messages only.  Place an X in the blocks that apply.

BLOCK 11 (COMMENTS)

     A written explanation/justification is required for the following actions (refer to block 1 of the instructions):

1. COMPROMISE REPORT  Fill in the affected Keying Material Identifier(s) (if known) and reason for compromise.

2. NEW CERTIFICATE.  If this is a new certificate on an existing card, indicate the card chip serial number from the card label.

3. COPY CARD.  Indicate the reason for the copy card request (i.e. traveling user, card to be used outside of a classified enclave, or support equipment, ect.).

4. ORGANIZATIONAL SIBLING.  Indicate the serial number or the Distinguished Name of the Firstborn Organizational Certificate.

5. REKEY.  Indicate which key (Digital Signature Standard, Key Encryption Algorithm, or both) must be re-keyed.

6. RESTORE.  State why the card or certificate needs to be restored.

7. REVOKE CERTIFICATE.  State the reason why the certificate needs to be revoked prior to its normal expiration date.

BLOCK 12 (CERTIFICATE VALIDITY PERIOD)

     The validity period for the certificate is three years (156 weeks).

BLOCK 13 (PERSONALITY NAME)

     Enter the name that the individual will use to identify a certificate on the FORTEZZA card.  The Organization Registration Authority will need to provide the name for this block to avoid duplicate names.

ADMINISTRATIVE/SIGNATURE BLOCK

     This section is for administrative information and the approval signatures.  Blocks 14 and 20 will be completed by the Certification Authority.  Block 15; will be completed by the Organization Registration Authority.  Block 16; will be completed by the Sub-Registration Authority.

BLOCK 14 (CARD CHIP SERIAL NUMBER)

     This is the internal chip serial number for the FORTEZZA card.  The card serial number is found on the label of the card.  This number is also referred to as a Keying Material Identifier.

BLOCK 15 (TYPE OF IDENTIFICATION)

     This is the type of identification that is used to verify the recipient’s identity.

BLOCK 16 (DISTINGUISHED NAME)

     The Distinguished Name is obtained from the Sub-Registration Authority for the recipient’s certificate.

BLOCK 17 (SUPERVISOR NAME)
     Print the name of the Approving Official.  Enter the commerical and DSN telephone number(s) of the Approving Official.  Obtain the Approving Official’s signature when the form is ready for submission.  Before signing, the Approving Official should verify blocks 7-12.  The Approving Official is typically the Commander or Commander’s designated official.  The Approving Official has the authority to appoint organizational release authorities entrusted to release official messages giving formal direction, commitment or response on behalf of the organization.     

     Print the name of the supervisor who is approving the requested action.  Enter the commercial and DSN telephone number(s) of the supervisor.  Obtain the supervisor’s signature when the form is ready for submission.  Before signing, the supervisor should verify blocks 7-12.

BLOCK 18 (SUB-REGISTRATION AUTHORITY NAME)

     Print the name of the Sub-Registration Authority who enters/provides the Distinguished Name (block 16).  Enter the commercial and DSN telephone number(s) of the Sub-Registration Authority.  The Sub-Registration Authority’s signature is required before forwarding the form to the Certificate Authority.  

Obtain the Sub-Registration Authority’s signature once the Distinguished Name has been placed on the X.509 Request Form.  
BLOCK 19 (ORGANIZATIONAL REGISTRATION AUTHORITY NAME)

     Print the name of the Organization Registration Authority who verifies the information on the form. (NOTE: The ORA verifies the form is accurately completed and verifies the security clearance of the recipient, and signed by the appropriate Approving Official.)  Enter the commercial and DSN telephone number(s) of the Organization Registration Authority.  The Organizational Registration Authority signs the form prior to forwarding the X509 form to the Sub-Registration Authority. 

BLOCK 20 (CERTIFICATION AUTHORITY NAME)

     To be signed by the Certificate Authority only.

     The Certification Authority who is completing the request will print his/her name, and complete the form.
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