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Purpose:   Establishment of DMS User Accounts.  Defines roles, responsibilities, and procedures for establishing a user account and issuing and protecting Sensitive But Unclassified (SBU) Fortezza card for use of Defense Message System (DMS).

References:

1. NAG 69-B, Interim Operational Security Doctrine for SBU Fortezza Cards, Dated 241619Z FEB 98.

2. DISAC 310-70-xxx (Draft), Defense Message System Operating Policies and Procedures, dated Feb 98. 

3. Army Regulation 25-reg (Draft 3), Defense Message System (DMS) Registration Hierarchy and Directory Services and Registration Basic Policies and Procedures, dated June 1998.

4.  DISA, Defense Message System Overview, dated 18 February 1998.

Scope:  This applies to individuals within the USAREUR command requiring access to the Defense Messaging System to transmit or receive organizational messages.    

1.  INTRODUCTION

The initial objective of DMS is to provide organizational messaging.  To read or sign DMS organizational messages, the user accesses the DMS User Agent by using a USERID, Password, FORTEZZA card, and PIN.  Without the FORTEZZA card and PIN, the user cannot read encrypted messages.  Only intended recipients can decrypt messages.  Without the FORTEZZA card and PIN, the user can only read signed DMS messages but cannot verify the digital signature which provides assurance that the message origin is genuine and its contents has not been altered in transmission.

To access the DMS User Agent program, the user will select the Microsoft Outlook icon.  When the program opens, a “login” screen will appear.  The user needs to enter their identity (USERID) and password.  The USERID and password provide the simplest level of e-mail protection.  DMS extends protection for organizational messages by invoking additional security services provided by a FORTEZZA card.

The FORTEZZA card and PIN number are required for signing and encrypting organizational messages, but may be optional for other messages.   Local policy will determine appropriate level of protection, depending on whether the message is destined for recipients inside or outside the local enclave.  Even if the enclave provides protection, some sensitive messages may require signing or encrypting for internal exchange.  DMS does not enforce a single standard.  

Once the correct PIN is entered, a screen displays one or more identities as they are recorded on the FORTEZZA card.  For organizational message traffic, these identities correspond to the user’s organizational roles, with privileges associated with each role, for example:  Security classifications the user may read, draft, and release or precedence levels the user may assign for review or release.  

These privileges allow user to perform required messaging functions of their position, for example, have privileges associated with their primary duty, temporary or collateral duties, or duties performed in an emergency or through succession of command.  The military services and DoD agencies have wide latitude in determining assignment of privileges and identities to their DMS users, but the need to administer these assignments will put a practical limit on use of multiple identities by most users.

2.  STEPS TO REQUEST A DMS USER ACCOUNT

1.  To establish a DMS User Account, you need to complete the X.509 Certificate Request Form, see page 6.  This can also be downloaded from web site www.5sigcmd.army.mil, select DMS, select Download Area, and download document X.509.dot and 2dSIGSOP-Fortezza2.doc.  The X.509 needs to be completed by the user, supervisor/approving official, and organization registration authority within your organization (see your IMO) and then provide X.509 to the Sub Registration Authority (SRA) located at the Local Control Center for processing.  Following are more detailed instructions and point of contacts.  Also, 2dSIGSOP-Fortezza2.doc provides additional guidance on completing the X.509 and user responsibilities.   

2.  User completes blocks 1 – 6 on the X.509 Certificate Request Form..

3.  Supervisor/Approving Official completes blocks 7 – 10, 17, reviews form, and signs in block 17.

4.  User/supervisor provides form to organizational registration authority (ORA), who verifies employees identification, security level, and signs in block 19.  ORA must be appointed into position.  Example of appointment memorandum is in file “2dSIGSOP-Fortezza2.doc“.  If there is no designated ORA in your organization, hand carry or fax the X.509 to the SRA .

5.  The SRAs are at the following Local Control Centers (LCC).  


BAD KREUZNACH
 LCC

Deborah Joseph, 490-6277,  josephd@hq.102sigbn.army.mil, 

FAX:  490-7098

102nd Signal Battalion, Rose Barracks, Bldg 5306, Regional Service Center

KAISERSLAUTERN LCC

Greg Guthrie, 483-8031, guthrieg@rsc.kln.army.mil
Fax 483-6200, 

43rd Signal Battalion, Kleber Kaserne

HEIDELBERG 

Drew Raykovitz, 370-8700, raykovitzd@dms.heidelberg.army.mil
Joe Bennett, 370-8700, bennetj@hq.hqusaruer.army.mil, 

FAX:  370-6598, 

43rd Signal Battalion, Campbell Barracks, Bldg 22.

WUERZBURG LCC

Jean Schultz, 350-7472, FAX 350-6969, schultzj@cmtymail.98asg.army.mil
69th Signal Battalion, Leighton Barracks, Bldg 34, Room 19.

GRAFENWOEHR LCC

Douglas Dunks, 475-8300, ddunks@rsc.grafenwoehr.army.mil
FAX 475-6208

69th Signal Battalion, Grafenwoehr Training Area, Bldg 6144, Room 4, 

VAIHINGEN
 LCC

Mark Cormier, cormierm@52sigbn.stuttgart.army.mil
Cory Gelissen, gelissenc@52sigbn.stuttgart.army.mil
430-7174/5292/6544, FAX 430-7306,

52nd Signal Battalion, Patch Barracks, Bldg 2319, VTCC

HANAU LCC

Jim Neufeld, 322-1415 neufeldj@hanrsc.102sigbn.army.mil
FAX:  322-8228

102nd Signal Battalion, Pioneer Kaserne, Bldg 1, Room 126 

VICENZA LCC


Doctor, Daniel, 634-8742, doctord@509sigbn.vicenza.army.mil
Greselin, Vando, 634-7478, greselv@509sigbn.vicenza.army.mil
Long, Matthew, 634-7815, longm@509sigbn.vicenza.army.mil
FAX: 634-7099

509th Signal Battalion, Caserma Ederle, Bldg 131

6.  SRA completes form and provides form to Certificate Authority.

7.  After account and fortezza card are created, the LCC will issue you a password, fortezza card, and PIN to User logon.  This is either done by the user personally picking up this material or the ORA picking up the fortezza card and the PIN being mailed to the user.  The user must sign for the Fortezza and PIN.  Only the user can pick up the fortezza card and PIN number at the same time.  

[image: image1.wmf]  Tracking#__________

   (fOR CA USE ONLY)

User Information

1.  Action Type

2.  Recipient Name

 (print)

Comm:

DSN:

Phone

3.  Recipient Address

 (for delivery of FORTEZZA card)

4.  PIN Address

 

(for delivery of PIN letter: must be different from block

 3)

CITY/APO/FPO:

STREET:

UNIT:

STATE:

ZIP:

CITY/APO/FPO:

STREET:

UNIT:

STATE:

ZIP:

(LAST, FIRST, MI)

5.  Recipient E-mail Address

 

SMTP

6.  Recipient 

Signature

 

Date

Certificate Information

7.  Certificate Type

INDIVIDUAL

ORG. FIRSTBORN

ORG. SIBLING

OTHER

8. Clearance

  TOP SECRET

  SECRET

  CONFIDENTIAL

  SENSITIVE BUT,

  UNCLASSIFIED

  UNCLASSIFIED

(strike out those that do not apply)

9. Precedence Privileges:

  CRITIC/FLASH

  IMMEDIATE/PRIORITY

  ROUTINE/DEFERRED

(select all that apply)

(select only one)

10.  Send/Receive Privileges:

ORG RELEASE AUTHORITY

  READ ONLY

(DMS only,select all that apply)

11.   Comments(see instructions; continue on separate sheet if necessary)

12.  Certificate Validity Period

:

13.  Personality Name:

Administrative/Signature Block

14.  Card Chip Serial Numbers

15.  Types of Identification

16.  DISTINGUISHED NAME

17.  Supervisor Name

 (print)

19.  Org. Registration Authority Name

 (print)

20.  Certification Authority Name

 (print)

(LAST, FIRST, MI)

(LAST, FIRST, MI)

(LAST, FIRST, MI)

Comm:

DSN:

Comm:

DSN:

Comm:

DSN:

Signature / Date

Signature / Date

Signature / Date

X.509 CERTIFICATE REQUEST FORM

12.  Certificate Validity Period

:

156

 weeks

18.  Sub Registration Authority Name

 (print)

(LAST, FIRST, MI)

DSN:

Comm:

Signature / Date



4. INSTRUCTIONS FOR COMPLETING 

THE X.509 CERTIFICATE REQUEST FORM

TRACKING NUMBER.  The Tracking Number will be assigned when the Certification Authority (CA) receives the X.509 Certificate Request Form.  This blocked is reserved for the Certification Authority only.
USER INFORMATION

(To be completed by the user)

BLOCK 1 - ACTION TYPE.  Enter an action to be performed.  Some actions require an explanation in Block 11 by the end user or Organization Registration Authority (ORA).  Following each action description below is a list of X.509 Request Form block numbers.  The corresponding blocks should be completed if that action type is selected.  Types of actions include the following:

1. CHANGE PIN.  This allows the CA to change the user PIN on a FORTEZZA card that they created.  Complete the following blocks: 1, 2, 3-4 (if mailed), 6, 11, 17.

2. CHANGE USER INFORMATION.  This action results in modifications to the User Database (name, address, ext).  These changes do not affect the certificate.  Complete the following blocks: 1-6.

3. COMPROMISE REPORT.  When a card has been compromised (lost, stolen, ext), the Keying Material Identifier (KMID) must be reported to the CA as soon as possible (within 24 hours).  Complete the following blocks: 1, 2, 6, 11 (brief description i.e. lost, stolen, ext), 13, 14,17.  Attach a detailed report in accordance with NAGs 66 and 68.

4. COPY CARD.  This action results in a card with is a duplicate copy of the original card, but with a different PIN.  Complete the following blocks: 1, 2, 3-4 (if mailed), 6, 11, 17.

5. DELETE PERSONALITY.  This allows the CA to delete a personality (certificate) from the FORTEZZA card that the CA has created. Complete the following blocks: 1, 2, 3-4 (if mailed), 5, 6, 10, 11, 13, 17.

6. NEW CERTIFICATE.  Requests a new X.509 certificate for the individual, equipment or organization.  This includes changing the Distinguished Name (DN) on an existing certificate.  Complete the following blocks: 1, 2, 3-4 (if mailed), 5-9, 12, 13, 17.

7. RENEW.  This action extends the validity period of an existing X.509 certificate.  Complete the following blocks: 1, 2, 3-4 (if mailed), 5, 6, 12, 13, 17.

8. REKEY.  This action replaces a Digital Signature Standard (DSS) and/or Key Encryption Algorithm (KEA) with a new key.  The attributes for this new certificate are identical to those of the original X.509 certificate that is being re-keyed.  Specify the key (Digital Signature Standard or Key Encryption Algorithm or both) which is to be re-keyed.  Complete the following blocks: 1, 2, 3-4 (if mailed), 5, 6, 11, 13, 17.

9. RESTORE.  This action will restore the certificate(s) created by a Certification Authority to the card.  Indicate in Block 11 the personality name or Distinguished Name of the certificate to be restored, or the card chip, serial number if an entire card is to be restored.  Complete the following blocks: 1, 2, 3-4 (if mailed), 5, 6, 11, 13, 17.

10. REVOKE CERTIFICATE.  This action will revoke a certificate in the Certification Authorities database, for placement on a Certificate Revocation List (CRL).  Complete the following blocks: 1, 2, 6, 11, 13, 16, and 17.

11. UPDATE CERTIFICATE.  This action will modify the certificate attributes (clearance levels or privileges).  The original certificate is revoked, but the Distinguished Name is retained.  Complete the following blocks: 1, 2, 3-4 (if mailed), 5, 6, 7-10 (as applicable), 11, 13, 16, 17.

12. NEW SBU.  This action requests a new issue of a FORTEZZA card within the Unclassified and Sensitive But Unclassified (SBU) DMS enclave.  Complete the following blocks:  1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 17, and 19.

13. NEW CLASSIFIED.  This action requests a new issue of a FORTEZZA card within the classified (Confidential, Secret, Top Secret) DMS enclave.  Complete the following blocks:  1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 17, 19.  

BLOCK 2 - RECIPIENT NAME.  Print name of person who will be responsible for card.  This person is recipient or end user of card and will use it to perform their duties.  Enter commercial and/or DSN telephone numbers of user.
BLOCK 3 - RECIPIENT ADDRESS.  Enter address where user’s FORTEZZA card will be shipped.  This address must include a street address.  Do not use a “Post Office Box” address.
 BLOCK 4 - PIN ADDRESS.  Enter address where user’s PIN letter will be shipped.  This address must be different from Recipient Address (block 3).
BLOCK 5 - RECIPIENT E-MAIL ADDRESS.  Enter e-mail address that Certification Authority can use to transmit official communications that pertain to FORTEZZA cards and certificates (i.e. notification for re-keying of material on the FORTEZZA card, updated CRL’s, ext.).
BLOCK 6 - RECIPIENT SIGNATURE.  The person listed in block 2 must sign and date this form prior to submission.

CERTIFICATE INFORMATION

(To be completed by the supervisor and Organization Registration Authority)
BLOCK 7 - CERTIFICATE TYPE.  Enter type of certificate to be generated to user.  The following is a list of types of certificates to be used by users (all other types of certificates are used for the FORTEZZA hierarchy):
1. INDIVIDUAL.  This certificate will be used an individual person rather than by an organization.

2. ORGANIZATIONAL FIRSTBORN.  This certificate will be used on behalf of an organization.  The firstborn certificate is the first to be requested on behalf of a specific organization; subsequent requests shall be marked as Organizational Siblings (see below).  The organizational firstborn certificate contains the Key Encryption Algorithm that will be shared by the organization.

3. ORGANIZATIONAL SIBLING.  This certificate will be used on behalf of an organization.  It shares the Key Encryption Algorithm of the organizational firstborn.

4. OTHER.  To be used to indicate that the certificate is being utilized to support equipment such as a directory, secure network server, guard, secure phone, secure fax, mail list, ext.  Indicate what type of equipment is being supported in the blank space provided or include a detailed description in block 11.

BLOCK 8 - CLEARANCE LEVEL.  This is the clearance level, for which the user can send and/or read messages (this is not the actual clearance of end user).  Place an X in blocks that apply, and strike out/mark through those which do not apply.

BLOCK 9 - PRECEDENCE PRIVILEGES.  This field allows users to select precedence of messages to be sent out and/or read.  Place an X in blocks that apply

BLOCK 10 - SEND/RECEIVE PRIVILEGES.  This field allows user to either digitally sign messages, encrypt messages with Key Encryption Key (KEK) or both.  The organizational release authority allows user to digitally sign and encrypt messages with Key Encryption Key.  The read only allows user to read organizational mail, but not send on behalf of organization through digital signature.  Read only still allows user to send messages with Key Encryption Key.  The digital signature is what allows user to send on behalf of organization.  Place an X in blocks that apply.

BLOCK 11 - COMMENTS.  A written explanation/justification is required for the following actions (refer to block 1 of the instructions):

1. COMPROMISE REPORT  Fill in the affected Keying Material Identifier(s) (if known) and reason for compromise.

2. NEW CERTIFICATE.  If this is a new certificate on an existing card, indicate the card chip serial number from the card label.

3. COPY CARD.  Indicate the reason for the copy card request (i.e. traveling user, card to be used outside of a classified enclave, or support equipment, ext).

4. ORGANIZATIONAL SIBLING.  Indicate the serial number or the Distinguished Name of the Firstborn Organizational Certificate.

5. REKEY.  Indicate which key (Digital Signature Standard, Key Encryption Algorithm, or both) must be re-keyed.

6. RESTORE.  State why the card or certificate needs to be restored.

7. REVOKE CERTIFICATE.  State the reason why the certificate needs to be revoked prior to its normal expiration date.

BLOCK 12 - CERTIFICATE VALIDITY PERIOD.  The validity period for the certificate is three years (156 weeks).

BLOCK 13 - PERSONALITY NAME.  Enter name that individual will use to identify a certificate on FORTEZZA card.  The Organization Registration Authority will need to provide name for this block to avoid duplicate names.

BLOCK 14 - CARD CHIP SERIAL NUMBER. Completed by Certification Authority

     This is the internal chip serial number for the FORTEZZA card.  The card serial number is found on the label of the card.  This number is also referred to as a Keying Material Identifier.

BLOCK 15  - TYPE OF IDENTIFICATION.  Organization Registration Authority reviewes user’s identification document (such as drivers licence or military ID), to verify recipient’s identity.

BLOCK 16 - DISTINGUISHED NAME.  – Completed by Sub-Registration Authority

BLOCK 17 - SUPERVISOR NAME.  Print name and phone numbers of Approving Official who is approving requested action.  Obtain approving official’s signature when form is ready for submission.  Before signing, approving official should verify blocks 7-12.

BLOCK 18 - SUB-REGISTRATION AUTHORITY NAME.  Print name of Sub-Registration Authority who enters the Distinguished Name (block 16).  Enter commercial and DSN telephone number(s) of Sub-Registration Authority.  Obtain Sub-Registration Authority’s signature once Distinguished Name has been placed on the X.509 Request Form.

BLOCK 19 - ORGANIZATIONAL REGISTRATION AUTHORITY NAME.  Print Organization Registration Authority’s:  1)  name who verifies the information on the form (NOTE: The Organization Registration Authority is responsible for the verification of the user's security clearance);  2)  Enter the commercial and DSN telephone number; 3)  Obtain Organization Registration Authority’s signature when the form is ready for submission.  

BLOCK 20 - CERTIFICATION AUTHORITY NAME.  The Certification Authority who is completing request will print their name and complete form.

4.  User Responsibilities

User is a member of an organization who is designated by position, orders, regulation, or their supervisor to require use of DMS and as a result requires a Fortezza card, PIN, USERID, password, and user agent software installed on a PC in their workarea.  The user’s responsibilities include:

a. Completing the X.509 Certificate Request Form.

b. Using and safeguarding Fortezza card IAW this SOP.

c. Have software loaded on PC

d. Pick up Fortezza card from Certificate Authority or Organizational Registration Authority

e. Coordinating with their IMO/DOIM on having DMS User Agent Software installed on their PC.

1. The user will receive Fortezza card and PIN either through picking it up from CA or ORA or through receipt in mail.  If it is received through mail, the PIN and Fortezza card will be mailed separately to different addresses.  CA or ORA must be notified of receipt or non-receipt.

2. The user will sign and return to CA an Advisory Statement and Receipt.  By signing advisory statement, the user verifies and accepts receipt of card, PIN, and certificates listed on Certificate Report provided with card and verify that they understand responsibilities associated with possession of a Fortezza card.

3. User will turn in Fortezza card when they depart an organization or when card is no longer required.  The user must return their card to the issuing certificate authority or authorized agent.  Failure to return a card will result in the Certificate Authority reporting a compromise of user FORTEZZA card/key to the PCA. 

5.  Supervisory/Approving Official Responsibilities

Supervisor/Approving Official responsibilities.

a. Identifying user who requires use of DMS.

b. Verifying information on X.509 Certificate Request Form.

c. Sign employee X.509 Certificate Request Form.

d. Training users on and ensuring they follow provisions contained within this SOP.

e. The supervisor will ensure user returns Fortezza card and that this information is reported to ORA.

6.  Organizational Registration Authority Responsibilities
The Organizational Registration Authority (ORA) is the primary liaison between the organization and the DMS service provider for user identifications and initial access. They verify identity of prospective users and in consultation with user's supervisor insure that they are eligible for DMS access. 

An extremely important function of the ORA is to collect information needed by the Certification Authority (CA) to create/update a Fortezza card.  Examples of information gathered include allowed sensitivity level, precedence level, roles, and level of access such as release authority for organizational traffic.  

The 5th Signal Command SRA or 2nd Sig Bn SRA at one of the Local Control Centers will appoint ORA on orders.  Example of appointment letter is located at attachment 1. 

The ORA responsibilities include:


a.  Verifying identity of prospective user.


b.  Ensuring that security clearance and level of access of prospective users have

been verified by Security Officer and that level of access does not exceed security clearance of user   


c.  After verifying accuracy of information on completed X.509 certificate request form, signing  and forwarding form to Certification Authority (CA).


d.  Gathering user information and coordinating with Sub-Registration Authority (SRA) for registration of Directory Distinguished Name


e.  Receiving programmed FORTEZZA cards from CA and distributing them to directly to users, obtaining user's handwritten signature acknowledging receipt of the card and sending it back to CA to retain.  NOTE:  The user is the only individual permitted to have possession of both a user FORTEZZA card and the corresponding PIN at the same time.


f.  As user information changes (i.e., new jobs, name changes, changing messaging requirements, etc.) or certificates expire, the ORA should establish procedures to be made aware of these changes and should coordinate directory updates and new certificates with the CA.  


g.  Coordinate any organizational changes with the Subregistration Authority.


h.  Ensuring proper control and inventory of FORTEZZA cards in the ORA's possession


i.  Notifying CA of all reported FORTEZZA card compromises

j. The ORA also assists in secure distribution of programmed Fortezza cards provided by the CA.


k.  The ORA will receive a copy of the Advisory Statement and receipt from the PTSC.  The ORA will use the information from this report to monitor Fortezza cards in the organization and to perform any required inventories.

k. The ORA will assist user in returning Fortezza card when required.  

DEPARTMENT OF THE ARMY

HEADQUARTERS, 5TH SIGNAL COMMAND

CMR 421

APO AE 09056

AFSE-OP-OD  (25-1)            SAMPLE - SAMPLE - SAMPLE - SAMPLE - SAMPLE                                                                 
MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT:  Additional Duty Assignment - Organizational Registration Authority (ORA)

1.   Effective (DATE), the individual listed below is appointed as the Defense Message System (DMS) Organizational Registration Authority (ORA) for the purposes of establishing  and maintaining DMS organizational accounts for (Name of Organization).  


(NAME)


(address, phone, email)

2.  Authority:  AF 25-Reg (Draft 3), DMS Registration Hierarchy and Directory Services and Registration Basic Policies and Procedures, paragraph 6-7, June 1998.

3.  Purpose:  See attached duties and responsibilities.

4.  Period:  Until officially released from appointment or assignment.

5.  Special Instructions:   Signature of  designated ORA is included with this memorandum.

6.  The POC for this action is (name, phone).

Encl
APPOINTING AUTHORITY

as
COL, XXX

                                                              
Title

DISTRIBUTION:

(Provide a copy to the Supporting LCC Certificate Authority)

5TH SIGNAL COMMAND, DCSOPS (Ms. Loper)

(Others as appropriate)

ORA PRINTED NAME AND SIGNATURE:___________________________________

8.  Subordinate Registration Authority

Subregistration Authority’s (SRA) are required and authorized by AR-25-REG:

a.  Army level – DISC4(C-E Services Office – Ms. Sivacek) – authorized and required via AR-25-REG

b.  USAREUR/EUCOM (MACOM level) – DCSOPS 5th Signal  (DNCC – Ms. Loper) – authorized and required via AR-25-REG

c.  O&M BN level – one per each LCC appointed via Memorandum of Additional Duty by the BN CDR, know an LCC Subregistration Authorities – authorized and optionally required via AR-25-REG.  

d.  LCC Subregistration Authorities perform the following duties:

1)  Register users, organizations, entities, and organizational roles;

2) Register O/R addresses for users, organizations, and application entities;

3) Register MLs and delegate management of the ML to the MLM;

4) Publish local Standard Operating Procedures (SOPs) in coordination with ISSO;
5) Manage (add, delete, update, etc.) throughout the delegated subtree(s).  

6) Maintain a database that contains all registered PRMD values, O values, OU1 values, and MTA names.

The SRA will ensure that the user is eligible for DMS access by verifying signatures on the X.509 Certificate Request form.   

The SRA is granted control over a subtree(s) of registered information in the Directory.  The SRA registers DNs in coordination with applicable CAs, and ensures the global uniqueness of a user’s DN.  The SRA performs administrative functions required to process registration requests and provide registration services.  The role of SRA may be combined with that of CA, Security Manager, Information systems Security Officer (ISSO), ORA, or MLM. 

The SRA in DCSOPS 5th Signal Command SRA is the only individual that can appoint additional SRAs within 5th Signal Command.

9.  FORTEZZA CARD

Definition.  The Fortezza card is a personal computer card that uses approved algorithms and procedures to provide network related security services.  A user may not access DMS unless that users possesses a Fortezza card; the PIN associated with that Fortezza card, and has the DMS User Agent software installed on their personal computer.

A.  Safeguarding the Fortezza Card

1. Fortezza cards must be protected much like a credit card to limit possibility of loss, unauthorized use, substitution, tampering, or breakage.  Programmed cards must be secured.  Fortezza cards must be secured when carried by user when awar from their work location (vacation, conference, etc.).

2. Fortezza PIN’s associated with Fortezza SBU cards should be memorized.  PIN’s will not be written on Fortezza card or maintained in vicinity of Fortezza workstation.  Users may record PIN’s, but PIN’s must be stored securely and separately from associated card.  

3. Workstations containing DMS User Agent software, must be protected in a manner that will minimize possibility of loss, tampering, or unauthorized use.

4. Fortezza cards associated with a particular user must not be shared.  The recipient’s ability to determine authenticity of messages is assured only if senders use card assigned to them.

5. The user must remove Fortezza card from workstation if they leave immediate area.

B. Reportable Events.  

The following events must be reported to the ORA, supervisor, or security personnel within 24 hours after event.  

1. Card Loss – Temporary or permanent loss of a Fortezza card.

2. Pin Compromise – Actual or suspected compromise of PIN associated with a Fortezza card.

3. Card Misuse – Actual or suspected misuse of a Fortezza card.

4. Software Modification – Unauthorized modification of Fortezza software installed on a workstation.

5. Card tampering – Actual or suspected tampering with a Fortezza card.

6. Duplicate Card Abuse – Unauthorized use of an authorized duplicate Fortezza card.

7. Unreported Personal Data Changes – User failure to notify the Certificate Authority (CA) or ORA of card data changes such as departure or job change.

8. Card or PIN not Received – Failure of a user to receive a requested Fortezza card from the programming CA/ORA in a reasonable time.

9. Premature Card Disabling – Detection that a user’s card is disabled prior to his making ten unsuccessful consecutive attempts to unlock it.

Reportable Event Details.  When reporting a reportable event, user just include the following information:

1. User’s name, Distinguished Name, internal chip serial number, and organization.

2. Identity of all certificates on affected card, and identity of programming CA.

3. Complete circumstances surrounding incident, including physical security situation.

4. Identity and job assignments of any other personnel involved in incident.

5. User’s assessment of whether affected card, PIN, and/or DMS User Agent software was compromised.

D.  PROCEDURES FOR ISSUING A FORTEZZA CARD  AND PIN NUMBER

These rules below are basic security rules and, for now, should be followed without exception. Planning and coordination should alleviate any problems with distribution of the Card or PIN.  The Basic Rule: FORTEZZAs and PINs must distributed SEPARATELY unless they are being receipted for by the individual user.  In general, these are the requirements:

a.  The preferred method is that Cards be picked up by the individual user.

b.  If an individual user cannot pickup his/her Card, then, the Card must be sent by a controlled method which will provide a continuous chain of responsibility/accountability. A trusted unit courier, Defense Courier Service, US. Registered Mail, or Federal Express meet this requirement.

c.  The preferred method is that PINs be picked up by the individual user.

d.  If an individual user cannot pickup his/her PIN, then, the PIN must be forwarded by the same method as the Card, AND MUST BE SENT SEPARATELY FROM THE CARD. (e.g., Fortezza sent by US Registered Mail to user's official unit address, and the PIN sent by First Class Mail to individual's APO mailbox.)

e.  In all cases, each user must complete the receipt document and return it to the issuing activity.

f.  Recipients must be advised of shipping date, method of shipping, and expected delivery date. Notification of receipt or non-receipt is required.

g.  The compromise of a PIN is the same as a compromise of the Card. Report all incidents.
Hints and Tips...

h.  Incorporate the procedures in the DMS/CAW Site Security Operating Procedures.

i.   Package your cards & pins as you would a classified document. Account for them until the signed receipt is back in your hands.

j.  Designate your couriers (ORA is being recommended in some circles), provide them specific instructions, and have them reportable to another designated person. (Note:  Have not seen anything requiring appointment orders for these couriers; but, that would not be a bad idea. Reinforces the importance of this venture.)

l. The cards currently being distributed are assigned to specific individuals. They are not for general use by anyone else. Contact your DMS manager or DMS ISSO for guidance.

DMS USER AGENT REPORTING PROCEDURES

If you have problems with the DMS software (i.e. using application or connecting to the DMS server) you should contact your IMO.  

The IMO, if they can not fix the problem, will contact the CSC, RSCor DOIM help desk.

DMS Help Desks are at the following locations:    


ANSBACH – 468-1640

BAD KREUZNACH
 -  490-1640 

102nd Signal Battalion, Rose Barracks, Bldg 5306, Regional Service Center

BAMBERG – 469-1640

BAUMHOLDER – 485-1640

DARMSTADT – 348-6221

GIESSEN – 343-1640

GRAFENWOEHR 475-8300
69th Signal Battalion, Grafenwoehr Training Area, Bldg 6144, Room 4

HANAU LCC - 322-1415 

102nd Signal Battalion, Pioneer Kaserne, Bldg 1, Room 126 

HEIDELBERG  - 370-8700

43rd Signal Battalion, Campbell Barracks, Bldg 22.

KAISERSLAUTERN - 483-7563 

43rd Signal Battalion, Kleber Kaserne

SCHWEINFURT – 354-1640

VAIHINGEN
 – 421-2906

52nd Signal Battalion, Patch Barracks, Bldg 2319, VTCC

VICENZA  – 634-7488/7428

509th Signal Battalion, Caserma Ederle, Bldg 131

WIESBADEN – 357-5185

WUERZBURG  - 350-7472 

69th Signal Battalion, Leighton Barracks, Bldg 34, Room 19.
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User Information

1.  Action Type

2.  Recipient Name

 (print)

Comm:

DSN:

Phone

3.  Recipient Address

 (for delivery of FORTEZZA card)

4.  PIN Address

 

(for delivery of PIN letter: must be different from block

 3)

CITY/APO/FPO:

STREET:

UNIT:

STATE:

ZIP:

CITY/APO/FPO:

STREET:

UNIT:

STATE:

ZIP:

(LAST, FIRST, MI)

5.  Recipient E-mail Address

 

SMTP

6.  Recipient 

Signature

 

Date

Certificate Information

7.  Certificate Type

INDIVIDUAL

ORG. FIRSTBORN

ORG. SIBLING

OTHER

8. Clearance

  TOP SECRET

  SECRET

  CONFIDENTIAL

  SENSITIVE BUT,

  UNCLASSIFIED

  UNCLASSIFIED

(strike out those that do not apply)

9. Precedence Privileges:

  CRITIC/FLASH

  IMMEDIATE/PRIORITY

  ROUTINE/DEFERRED

(select all that apply)

(select only one)

10.  Send/Receive Privileges:

ORG RELEASE AUTHORITY

  READ ONLY

(DMS only,select all that apply)

11.   Comments(see instructions; continue on separate sheet if necessary)

12.  Certificate Validity Period

:

13.  Personality Name:

Administrative/Signature Block

14.  Card Chip Serial Numbers

15.  Types of Identification

16.  DISTINGUISHED NAME

17.  Supervisor Name

 (print)

19.  Org. Registration Authority Name

 (print)

20.  Certification Authority Name

 (print)

(LAST, FIRST, MI)

(LAST, FIRST, MI)

(LAST, FIRST, MI)

Comm:

DSN:

Comm:

DSN:

Comm:

DSN:

Signature / Date

Signature / Date

Signature / Date

X.509 CERTIFICATE REQUEST FORM

12.  Certificate Validity Period

:

156

 weeks

18.  Sub Registration Authority Name

 (print)

(LAST, FIRST, MI)

DSN:

Comm:

Signature / Date

_965198879.bin

